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or good or otherwise, the legal system
has discovered the world of comput-
ers and its practitioners. Anyone
opening a daily newspaper knows
that litigation involving computers
and software has exploded in recent

years. On balance, the net effect of this at-
tention might be positive because it gives
practitioners an economic incentive to im-

prove the way we work. Indeed,
lawyers might well be the ones
who provide the incentives for
realistic contractual commit-
ments, worst-case software engi-
neering development practices,
and a total organizational com-
mitment to quality. Something
similar happened to the US auto-
mobile industry, benefiting both
carmakers and the public.

The threat
Tom DeMarco and Tim Lister estimate

that “costs of litigation are rising faster than
any other aspect of software development,”
and “[l]itigation costs are … a larger com-
ponent than coding.”1 The legal system has
not overlooked computing’s pervasive pres-
ence in every aspect of society. In the recent
flood of computer-related litigation, soft-
ware forensic consulting in particular has
multiplied in recent years, as DeMarco and
Lister also noted. Usually, this involves dis-
putes over computer projects and contracts
but often requires an expert opinion in un-
likely matters. Recent forensic clients have
included a divorce dispute needing an eco-
nomic evaluation of a software product, a

wrongful termination involving computer
system crashes, production of evidence of
gambling during business hours, and acade-
mic plagiarism charges. Resolving all these
disputes required computer expertise.

More important are the computer-related
issues that threaten our economic structure
and our citizens’ health and safety. These
threats have been with us for some time, but
only recently has the legal system identified
the litigation potential of computers and
software.

Why software is different
Most engineered systems start with com-

prehensive plans and specifications. Few
software-intensive systems do! 

This simple fact sets the stage for most
of the issues leading to litigation. In fact, it
is usually impossible to completely define
most practical software systems. Watts
Humphrey stated the dilemma: “With soft-
ware the challenge is to balance the un-
knowable nature of the requirements with
the business need for a firm contractual re-
lationship.”2 Thus, there is no clear an-
swer to the inevitable legal ambiguities.
Both parties must learn to live with these
ambiguities and cooperatively resolve each
issue in a timely manner. When this under-
standing breaks down, litigation results,
and the ultimate resolution is costly for
both parties. DeMarco and Lister titled
their article “Both Sides Always Lose: Liti-
gation of Software-Intensive Contracts.”
The challenge as a software professional is
to steer the parties away from this disas-
trous state.
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Explaining the unexplainable
As the wit said of computer-

intensive technical claims: “All
the parties are lying, but none
of them knows it.” That’s
doubly true of legal discourse
involving computers. People
have become so accustomed to
asserting the most unsupport-
able conclusions from com-
puter “facts” that they come to
believe that almost anything
can be true sometimes, so
they might as well claim it.
Because the complexity is
usually very high, it is exceed-
ingly difficult to “prove” any
assertion false in a typical le-
gal proceeding. 

What to do
There are no guarantees, but if the

record of the system development
process shows “all reasonable steps,”
this is the best defense possible. Even
though a well-documented process is
no guarantee of quality, high quality
and consistent results are almost al-
ways a result of a well-conceived, and
usually well-documented, process. At
least, the accusation of negligence is
unlikely to hold if this is done. Also,
the performance of the steps should
be recorded. I’ll describe the method
of defining the reasonable steps in a
moment.

Avoiding and surviving litigation 
Several years ago, Bud Lawson

proposed a method to define the en-
gineering processes used to develop
software-intensive, safety-critical sys-
tems. Simply stated, the method “as-
sumes—a priori—that legal action
has been brought against them for
the product that they are about to
produce.”3 Then, “all reasonable
steps” must be present in the engi-
neering activities to defend against
the action. DeMarco and Lister sug-
gest a similar strategy in that “[t]he
things you do to win a litigation …
also are … the principal things that
you should do to avoid litigation.”

Simply stated, good engineering in
the best sense is the best legal defense.
Typically, a software development

team’s culture is seldom driven by prac-
tices that a lawyer could defend as “all
reasonable steps” in court. Real-life
projects are defined by needs that are
often independent of any achievable
means. Humphrey’s Why Software Or-
ganizations Are Chaotic describes a
project: “the schedule … represented
what was needed and had nothing to
do with an achievable plan to make it
work.”2 Even if a software-develop-
ment team meets the schedule, it has
made so many compromises that the
quality is usually unacceptable, estab-
lishing a different basis for litigation.
The solution is to insist on achievable
expectations that enable the team to
engineer the system according to the
“all reasonable steps” principle. 

As one approach, software devel-
opers might apply worst-case design
principles to their development proj-

ects. Litigation has stimu-
lated many manufacturers
to apply worst-case design
principles to their engineer-
ing practices. Thus, car
manufacturers can defend
themselves by citing the ex-
tensive research and testing
they’ve undertaken to vali-
date their designs before
product release. Although
not yet perfect, major im-
provements in safety and re-
liability have resulted. Soft-
ware engineering likely will
soon feel the same pressure.

Managing expectations
Humphrey also expressed

a cultural weakness con-
cerning unrealistic expecta-

tions: “[D]irected by top manage-
ment to run a mile in two minutes,
what should they do? … many pro-
grammers start looking for their
running shoes.”2 As long as this re-
sponse continues, “reasonable” can-
not often be truthfully applied to
software development. 

A recent case involved a customer
who expected delivery of a “state-of-
the-art” financial system in six
months or less. The customer knew
that the undertaking was unprece-
dented (never before accomplished),
large (over 500K lines of code), criti-
cal (mistakes risking millions of dol-
lars a day), and ill-defined (tens of
communication interfaces changing
constantly). Even so, the buyer termi-
nated the contract and sued the sup-
plier when it could not meet those
expectations. The expert’s role was
to explain the reality of what the op-
posing side expected and the implica-
tions of the constant changes that the
customer imposed on the developer
during the project’s life. Soon after-
wards, the case settled. These types
of expectations are not as rare as
they should be. Many argue that
some lack of realism is the norm in
software development.

It is safe to say that, when unreal-
istic expectations are left alone, litiga-
tion will likely follow. Software de-
velopers avoid the issue because the

As the wit said of
computer-intensive

technical claims: “All the
parties are lying, but

none of them knows it.”
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process of educating the customer is
always painful and often fatal to
keeping the contract going. The alter-
native—litigation—might be worse.
The only solution is the painful
process of confronting each percep-
tion in a patient, orderly way and
documenting the mutual understand-
ing or unresolved questions. It is only
“good engineering” to insist on defin-
ing a project in achievable terms.

Warning 
Litigation—potential or other-

wise—involving computers and soft-
ware is clearly going to become an
increasingly important part of the
computer professional’s life. Conse-
quently, we need to change the way
we conduct the business of comput-
ers—or risk becoming part of an
endless lose-lose litigation scenario.
Actually, much of this change is
good—good engineering practices,
more reality, painful honesty with
bosses and clients, and so forth—
will benefit everyone in the long run.
Finally, all software professionals
must accept the obligation to always
apply principles of worst-case engi-
neering—in such common use by
other engineering disciplines—or the
legal profession will make it excruci-
atingly clear why the computer pro-
fession should have done so! 

References
1. T. DeMarco and T. Lister, “Both Sides Always

Lose: Litigation of Software-Intensive Con-
tracts,” CrossTalk, vol. 13, no. 2, Feb. 2000,
pp. 4–6 ; www.stsc.hill.af.mil/Crosstalk/2000/
feb/demarco.asp. 

2. W. Humphrey, Managing the Software Process,
Addison Wesley, Reading, Mass., 1990, p. 59.

3. H.W. Lawson, “An Assessment Methodology
for Safety Critical Systems,” contact the au-
thor at bud@damek.kth.se.

John Cosgrove, P.E., has been a software engineer for
over 40 years and a self-employed consultant for more than 30.
His specialties include forensic engineering, project management,
software architecture, real-time critical systems, and hardware–
software interfaces. He has extensive experience with aviation
computer systems, including development of aircraft navigation
systems and communication devices. He has a Masters of Engineer-
ing from UCLA and a BSEE from Loyola Marymount, Los Angeles.
He is a California-registered Professional Electrical Engineer, a se-
nior member of the IEEE Computer Society, and a member of ACM
and the National Society of Professional Engineers. Contact him at
Cosgrove Computer Systems, Inc., 7411 Earldom Ave., Playa del
Rey, CA 90293-8058; jcosgrove@computer.org.

ArticlesFO
R

IEEE

CALLCALL
Software Engineering 
of Internet Software

In less than a decade, the Internet has grown from a little-known back road of nerdsinto a central highway for worldwide commerce, information, and entertainment.  This shifthas introduced a new language.  We speak of Internet time, Internet software, and the riseand fall of e-business.

Essential to all of this is the software that makes the Internet work. From the infra-structure companies that create the tools on which e-business runs to the Web design boutiques that deploy slick Web sites using the latest technology, software lies behind theshop windows, newspapers, and bank notes. 
How is this new Internet software different than the software created before every-thing became e-connected?  Are the tools different? Are the designs different? Are theprocesses different? And have we forgotten important principles of software engineeringin the rush to stake claims in the new Webified world?
We seek original articles on what it means to do Internet software. Specific questionsthat might be addressed include (but are not limited to):

• How do we apply engineering techniques to Internet software?
• Is it all “code and fix” or can we apply a broader variety of effective practices?
• How have Internet time and new technologies affected the culture of software development organizations?
• What role does technology play?
• How does user interface design change for a Web interface?  How does it stay the same?

• What are the design principles and patterns behind effective Internet software?
• What are the real problems and solutions behind data interchange on the global Internet scale?
• How are Internet software development and testing practices different from otherkinds of software development?
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